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B Description:
Edgelink &+ OpenVPN st o FIFTHRAL 2 FERTRHHI( 12 ) -
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® 5SS Crt/Key
{E L OpenVPN server ZRIRZ A5 856 R aE5E - BT AL SCAR BA AR5 E Edgelink
[EIHFEE BLIR A 5 RS [FIRF o0 - Lh#EafIE A ECU-1251 kS
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OpenVPN
Server

m OpenVPN R
1.User name/ password

2.CRT/Key
3.User name/ passwoard &CRT/Key
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B Brief Solution - Step by Step:
& HSLEREERS 1P SE A ECU-1251 1Y IP MH[EIAEIGT B REHAR - FLHEIFIZRRAIT
HFij ECU-1051 LAN1 1P:10.0.0.1
& H 1P:10.0.0.100

LAN

LANTP:10.0.0.100

ECU-1251
LANTP:10.0.0.1

€ EjShiT Edgelink Studio FREIERZE » 5B OpenVPN 2Lz51]] B user name/password
FEFUEZ E user name/password 1% > BB ZE NE{ £ ECU
HEY/ERE pass.txt NEHIIRE

LANL | LAN2 | Wi-Fi | Celular | OpenVPN | L2TP/IPsec | PPPOE | Bridge

Enable t) Import Wise-Paas VPN
Server [P/Domain: 10.0.0.100 Certification Mode: User Name/Password M
Server Port: 1194 CA Fle Path: C:\Program Files\OpenVPN\config\ca.crt
Protocok TCP M ser Name: 123

Cipher: AES-296-CBC v G:sword: 456 )
Network Name: tap0 v

170 Compression: Enable 10.0.0.1 - PuTTY

Note: When enabling OpenVPN connection, please ensure that the device time is consisten

TLS Authentication

Enable TLS Authentication
Auth File Path: C:\Program Files\OpenVPN\easy-rsa\keys\ta.key -+ Auth Direction: |

Page 2



ADMNTECH

Enabling an Intelligent Planet

€ Edgelink DA 245 FEGIEMESC - [§5F] SSH console ##43# % ECU-1251
1) MR5E:root #hE
2) g Avi Jetc/openvpn/pass.txt
A LARERSATE Edgelink 5 E HIIRA A fEES A pass.txt

[El= Online Help

Add  Search Clear Password SSH
Device hd Device Setting Console

Online Device

=" Online Device
i-- ECU-1251TL-R10A(A/BIE [ECU-1Z

4 Online Manitar(HTTPS)
& IPSetting
Copy IP to Clipboard
% Copy Info to Clipboard
Upload Project
E3  Modify Password
p 55H Cansole I
Delete
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® EFIFEIE THIRREL > $1F clientl.ovpn fEZE
C:\Program Files (x86)\Advantech\EdgeLink Studio\Resources\openvpn\clientl.ovpn
B T EEAE M AT -

Advantech Edgelink Studio Resources openvpn

BEEH f|RE BIQ
persist-key
ipersist-tun

# 1f you are connecting throngh an
¥ HTTP proxy to reach the actnal OpenVPH
¥ server, put the proxy server/IP and
¥ port number here. See the man page
¥ if your prowy server requires
F anthentication,
shttp-proxy-retry & retry on connection failores
;http-proxy [proxy server] [proxy port #]

F Wireless networks often produce a lot
¥ of duplicate packets., Set this flag
¥ to =ilence duplicate packet warnings.
imute-replay-warnings

W SSLITLS parms.

¥ See the server config file for more

¥ description. It's best to use

¥ a separate .crtf.key file pair

F for each elient. A =zingle ca

f file can be nsed for all clients.

ca [etc/openvpn/ca_openvpn.crt

{iglertFilejcert /etc/openvpn/client_openvpn.crt
jsCertFilelke fetcfo-env-n!c]:ent openvpn. key

auth-uzer-pass fetcl/ope

# Verifv server certificate by checking that the

# certicate has the correct key usage set.

# Thiz iz an important precantion to protect against
¥ a potential attack discussed here:

g http:/fopenvpn.net/howto. html#nitn
#

To uge thiz feature, vou will need to generate

Unix (LF) HOR WIT
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& TS EEL Edgelink Studio » BAEIEEZE OpenVPN 27251]] B CRT/Key Pair fE T
15EE CA/CERT/Key fEZEFTINE AL 1E1% - BFEZE NEHE ECU -

Apphy 2%  Discard

LAN1 | LANZ | WiF | Celular | OpenVPN | L2TP/IPsec | PPPOE | Bridge

Enable 1) Import Wise-Paas VPN
Server IP/Domain: 10.0.0.100 i Certification Mode: CRT/Key Pair g
Server Port: 1194 CA File Path: C:\Program Files\OpenVPN\confighca.crt

Protocol: TCP - CERT File Path: C:\Program Files\OpenVPN\easy-rsa\keys\client1... ==
Cipher: AES-256-CBC - KEY File Path: C:\Program Files\OpenvPN\config\clientl.key
Network Name: tap0 -

LZ0 Compression: Enable

Note: When enabling OpenVPN connection, please ensure that the device time is consistent with the server time!

TLS Authentication

Enable TLS Authentication

Auth File Path: C:\Program Files\OpenVPN\easy-rsa\keys\ta.key -~ Auth Direction: 1

€ Edgelink studio tJ#a g 45 FEP745E K > (i SSH console #4748 ECU-1251
1) MRF%:root FEHE:
2) i Avi Jetc/openvpn/client.ovpn N2 » FIEFHELSERL @ 4 8&1Z CA/CERT/Key
F1 pass.txt {&48 248 FE & {(HE I client.ovpn 7H4R open server °
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;_P 10.0.01 - PuTTY
the intermet such

esolv-retry infinite

don't need to bind to
specific local port number.
nobind

# Downgrade privileges after initialization on-Windows only)
;user nobody

;group nobody

across restarts.

ion failures
v -
L

e the server config file for more
lescription. It's best Lo use
a separate .crt/.key file pair
for each client. A single ca
be used for gll _clispts.
n/ca openvpn.crt
Lt openvpn.crt
'-;;e:t_Epe:vp:.key
c/fopenvpn/pass.txt
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Contact Window and File Link:

If you have any questions, please contact Stanley.Huang #6035




